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m O3 BH20| BIAIX| 3

2015 8O AENo = ME U |EE EEI{E PDBO| CppUACSelfElevation.pdbE Zatstn QICH
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ae4a1188 push ebp

8461181 mov ebp, esp
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ae481139 Mo eax, _ security cookie
ea48118E ®or eax, ebp
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@@421199 push offset al @ 3 "AHEEE ol &oist S0 ch
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aa4a11A5 lea ebx, [ebp+Text]

Ba4a11AE call sub_4e1836
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28481186 pop ebx

Ba4811B7 test eax, eax

a84a1189 js short loc_481101
@e4a11BE push lah 3 uType
es4a11BD push offset Caption ; lpCapticn
2e4a11C2 lea eax, [ebp+Text]

e84811C5 push eax 3 lpText
a84811C9 push ] 3 hiind
e84a11CE call ds:MessageBoxi
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B HwpConvert

Setting for making HwWP

Hwp File: I

L
Exe File: I _I
=

Pattern: I ;I Sled Code:

Execute FileMame To Drop: I

Setting for Task Scheduler

(Do not enker “fkr . .." property, This property will be ignored.

(0] 4 I Cancel

[ 10] 2t HWP I M7

ﬂl

of Z=21 2 Lt &

ro
am
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I
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Appendix

EAXRE

[1] Korean MalDoc Drops Evil New Years Presents (http://blog.talosintelligence.com/2017/02/korean-maldoc.html)
[2] Introducing ROKRAT (http://blog.talosintelligence.com/2017/04/introducing-rokrat.html)

[3] ROKRAT Reloaded (http://blog.talosintelligence.com/2017/11/ROKRAT-Reloaded.html)

[4] Korea In The Crosshairs (http://blog.talosintelligence.com/2018/01/korea-in-crosshairs.html)

[5] Flash 0-Day In The Wild: Group 123 At The Controls (http://blog.talosintelligence.com/2018/02/group-123-goes-wild.html)
[6] APT37 (Reaper): The Overlooked North Korean Actor (https;//www.fireeye.com/blog/threat-research/2018/02/apt37-
overlooked-north-korean-actorhtml)

[7] Threat Analysis ROKRAT Malware (https://www.carbonblack.com/2018/02/27/threat-analysis-rokrat-malware)
8] 32 MY BZH M. BAHX F LFL}
(http://www.ahnlab.com/kr/site/securityinfo/secunews/secuNewsView.do?seq=27234)

[

9] 2@o| otMIAE EAMIIE, Personal Communication
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= Ci=a Z2Ct
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D:#tFirstBackDoor(2015_1_10)#FirstBackDoor(2015_1_10)¥#ReleaseWFirstUrIMon.pdb
D:#WTASKWProgamsByMe(2015.1~)W2010MainWEXE_AND_SERVICEWReleaseWManager.pdb
D:WTASKWProgamsByMe(2015.1~)¥FirstBackDoor(2015_7_24)WReleaseWoffice.pdb
D:#WTASKWProgamsByMe(2015.1~)WFirstBackdoor(2015_7_24)\#ReleaseWPrivilegeEscalation.pdb
D:#WTASKWProgamsByMe(2015.1~)WHappy#2010PHV2WEXE_AND_SERVICE#ReleasettKeyLogger.pdb
D:WTASKWProgamsByMe(2015.1~)#Happy#2010PHV2WEXE_AND_SERVICE®#ReleaseWScreenCap.pdb
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D:#WTASKWProgamsByMe(2015.1~)WHncUpdateUACHC+ +WReleaseWCppUACSelfElevation.pdb
D:#WTASKWProgamsByMe(2015.1~)WHncUpdateUACHC+ +WReleaseWlnstallerpdb
)
)

D:WTASKWProgamsByMe(2015.1~)WHncUpdateUACWC+ +H#ReleaseWManager_Them.pdb
D:#WTASKWProgamsByMe(2015.1~)WMyWorkWRelative
BackdoortKeylLogger_ScreenCap_Manager#ReleasetSoundRec.pdb
D:WTASKWProgamsByMe(2015.1~)WMyWorkWRelative Backdoor#tKeyLogger_ScreenCap_ManageriReleaseWManger.pdb
D:#WTASKWProgamsByMe(2015.1~)WMyWorkWRelative
BackdoortKeyLogger_ScreenCap_Manager#Release#ScreenCap.pdb
D:WTASK#ProgamsByMe(2015.1~)#ShellCodeWDebugWHwpConvert.pdb
D:#WTASKWProgamsByMe(2015.1~)WShellCodetReleasetUACTest.pdb
E:#Task¥ProgamsByMe(2015.1~)¥#EXE_AND_SERVICEWEXE_AND_SERVICEWDebug¥Manager.pdb
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E:Wtask#ProgamsByMe(2015.1~)WEXE_AND_SERVICEWEXE_AND_SERVICEW#ReleaseWTransProxy.pdb
N:WTASK#ProgamsByMe(2015.1~)¥#MyWork¥#Relative BackdooriInstallerReleaseWInstaller.pdb
N:WTASK#WProgamsByMe(2015.1~)#MyWork¥Relative Backdoor#New Backdoor2.4¥fReleasetInstallBD.pdb
P:WPH2015_2.2#New Backdoor2.2¥#New Backdoor2.2WReleaseWCppUACSelfElevation.pdb
P:#WTASK¥ProgamsByMe(2015.1~)#WMyWork#Relative Backdoori#New Backdoor2.3WReleaseWlInstallBD.pdb
T:WTASKWProgamsByMe(2015.1~)WMyWork#Relative BackdoorNew Backdoor2.3-with-cmd-resourcettNew
Backdoor2.3#ReleaseWBackdoor.pdb

zWwork#athWpluginttOffSMWReleaseWOffSM.pdb

Z:work#athWpluginSM¥ReleaseWSM.pdb

ZWworkWn1stWAgent#ReleasettHncUp.pdb

ZWworkWn1stWAgent#ReleasettPotPlayerUpdate.pdb
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